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ABSTRACT

A SOFTWARE BASED APCO PROJECT 25 DATA TRANSMISSION BASE
STATION FOR LOCAL POLICE HEADQUARTERS

by

Eric René Ramsey
University of New Hampshire, September, 2007

Project54 is a research and development effort to integrate embedded and
wireless technologies into both NH State Police and local police cruisers. One of
the features of the Project54 system, is the ability to query motor vehicle data.
This is done through a Motorola APCO Project 25 digital voice/data radio in the
cruiser and a digital voice/data base station at headquarters. An APCO Project
25 base station is a central hub for the transmission and reception of digital
voice/data packets. The local police departments have the requisite radio
infrastructure, but do not have the budget to purchase and support a Motorola
digital voice/data base station.

The main goal of this thesis was to develop a low-cost data transmission
base station to transmit data from a police headquarters to a cruiser. The base
station developed uses an analog FM transmitter interfaced to a standard
desktop computer, which implements the APCO Project 25 compliant digital data

modulation.
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INTRODUCTION

Project54 is a collaborative research and development effort between the
University of New Hampshire and the New Hampshire Department of Safety and
is supported by the U.S. Department of Justice. The Project54 system integrates
cruiser-based electronic systems to offer advanced support to New Hampshire
State Troopers and to Local Police Officers (1). One of the many electronic
components integrated in the system is the Motorola Astro digital radio. This
specific model can be found in both the NH State Police cruisers and in all of the
local department cruisers. However, the full voice and data capabilities of the
digital radio are only utilized by the New Hampshire State Police. The complex
digital radio network infrastructure being used by the New Hampshire State
Police includes radios, antennae, repeaters, and base stations. The combination
of all the components is too costly for local departments. The local departments
do not need some of the more complex features the Motorola base station
provides. It is for these two reasons, cost and complexity, that local departments
use the voice functionality, but not the data functionality of their radio system.
The main goal of this thesis is to design, develop, and prepare for
implementation, a cost effective way for local departments to transmit digital data
from headquarters to cruisers. The result is the Project 25 Analog Base Station.

The equipment needed to communicate between headquarters and a

cruiser is shown below in Figure 1.



Cruiser Project 25 Analog Base Station

L aptop

Desktop Computer
Digital Project 25
(Project 25) AR';%'ic(’)g Server
Radio Application

Figure 1 - Overview of the Cruiser and Project 25 Analog Base Station

The Project 25 analog base station will be considered the server while the
cruiser will be considered the client. The server is composed of a computer and
an analog radio. An Internet Protocol (IP) Network Application at headquarters
sends out an IP packet bound for the laptop in the cruiser. This IP Packet is
captured by software on the base station computer. It is then encoded and
filtered using the APCO Project25 Common Air Interface (CAl) standard. The
output of the application is a Project25 digital waveform modulation which is
played through the computerds sound card.
sound through the analog radio. When triggered, the analog radio broadcasts
the waveform on a predefined frequency.

Once the analog radio transmits the packet, the cruiser, or client, must
receive and properly decode ishdigitaheadi®c age .
tuned to the same frequency as the analog radio. The difference is that the
digital radio only receives transmissions with Project 25 digital modulations. The

transmitted waveform is received on the digital radio and is demodulated, filtered



and decoded. The result is passed to the cruiser® in-car computer in the form of
an IP packet, completing the task.

In the first chapter of this thesis, the Project 25 Common Air interface
standard will be presented. During the discussion of the standard, a commercial
voice and data base station will be compared to the designed voice and data
base station. The chapter will also introduce the concept of encoding and
transmission of digital data packets.

Chapter 1l will discuss the application which was designed to encode IP
Packets as Project 25 Common Air Interface data packets. Some of the topics
covered in the chapter include header and data block formation, data error
correction, and base band filtering.

The third Chapter discusses the testing of the whole base station. This is
broken into testing sections, where each section tests a different part or
component of the designed base station. The testing chapter also discusses the
successful results of the Project 25 analog base station.

Chapter IV discusses the conclusions drawn after the design,
implementation and testing were completed. This chapter also provides an

overview of the finished design and offers future improvements to the system.



CHAPTER |

APCO PROJECT 25 COMMON AIR INTERFACE

The APCO (Association of Public-Safety Communications Officials) Project 25
Systems and Standards Definition describes an open interface between mobile,
portable, and base station radios. The objective of Project 25 is to allow effective
and reliable intra-agency and inter-agency communications in a digital mode for
both voice and data. Vendors who adhere to the standard will produce a system
which is interoperable with other standardized equipment. Project 25 documents
describe a number of open interfaces to a reference point, such that
standardized equipment can communicate through the interfaces.

A key open interface within the Project 25 standard is the Common Air
Interface. The Common Air Interface (CAIl) focuses on how to transmit digital

voice and data over a radio channel, as shown in Figure I.1.

Base Mobile
Station Radio

v

Portable
Radio

Figure I.1 - Common Air Interface in a Radio System



The rate at which the communication occurs over the Common Air Interface is
4800 symbols per second, where a symbol is composed of 2 bits, also known as
a dibit. These dibit symbols can take on one of four values relating to four
different frequencies. This style of modulation is called C4FM, or 4-level
frequency modulation.

Both voice and data packets can be transmitted and received on the same
digital channel, using the 4-level frequency modulation. However, to manage
voice and data communications on the same channel, voice packets are granted
priority over data packets. This is illustrated in Figure I.2. Voice packets take up
the full bandwidth of the signal. Data packets can only be transmitted in the
silence, between voice messages. The distinction between voice and data
packets lies in the control bits present at the beginning of each Common Air

Interface voice or data packet.

V oice Packet V oice |Packet Data Packet V oice Packet

Figure 1.2 - Voice Versus Data Packets

The reception and transmission of voice and data packets occurs at the
base station. A commercial voice and data base station configuration is shown in

Figure 1.3.



Dispatch ~ 'A, -
Console — o
Quantar
ﬁ CAl Voice Station
. Packets Digital
Interface
Unit [ LA )
CAl Data
Customer P Dat Project 25 Packets
Data a Encoder/
Network Decoder

Figure 1.3 - Commercial Voice and Data Base Station

With this setup, CAI transmissions are received by the Quantar Station. The
demodulated digital packet is then fed to the Digital Interface Unit. The Digital
Interface Unit reads the control bits at the beginning of the packet and steers
voices packets to the dispatch console and data packets to the Project 25
Encoder/Decoder. The output at the dispatch console is an analog voice
waveform that is played over an external speaker. To respond to the voice
transmission, the dispatcher speaks into a microphone. The analog voice
waveform is transformed into a CAl voice packet which is sent from the console,
through the Digital Interface Unit, to the Quantar Station. At the Quantar Station,
the voice packet is frequency modulated, then transmitted. The output of the
Project 25 Encoder/Decoder is a standard IP data packet. For the transmission
of a data packet, information is fed to the Project 25 Encoder/Decoder in the form

of an IP data packet. The output is a CAl Data Packet which is sent to the Digital



Interface Unit. The DIU holds onto the data packet until there is a break in voice
transmissions. Once there is silence, the data packet is passed to the Quantar
Station for frequency modulation and is transmitted.

The voice and data base station designed in this thesis, see Figure 1.4,
uses the preexisting voice base station, but adds a custom base station for data

transmission.

Dispatch

~— ‘ -
Console — ??
e _
X 3 CAI Voice Packets
[ LA )

I
=

]
CuSt;mer IP Data Desktop Analog
a Computer FM Radio
Network
[ LA

Figure 1.4 - Designed Voice and Data Base Station

\//

This setup receives voice messages at the Quantar Station. The CAI voice
packets are passed directly to the dispatch console. The transmission of a voice
packet occurs in the same manner as the commercial voice transmission, except
it does not have to pass through the Digital Interface Unit. For the reception and
transmission of data packets, an analog radio and a desktop computer (PC) are
used. The analog radio receives both voice and data packet transmissions. The

analog version of the digital packet is passed to the computer through the



microphone input. This signal is then decoded through software. Voice packets
are ignored, while data packets are decoded into IP data packets. The IP data
packets are then placed on the customer data network through the computers
network card. For the transmission of data packets, IP data packets are received
by the computer and encoded into CAl data packets. These CAIl data packets
are then passed through the speaker output of the computer to the analog radio
where they are transmitted. The reception and decoding of data packets is
outside the scope of this thesis and will be discussed in the future work section.
The encoding and transmission of data packets is the main focus of this thesis.

Encoding and Transmission of Digital Data Packets

Digital data messages are transferred over the Common Air interface

using a packet technique which is discussed further in Chapter II.

Header Block
12 Octets

Trellis Coded
FS | NID | Header Block
196 bits

\ 70 Bits \ \ 70 Bits \ \ 70 Bits \ \ 70 Bits \ \ 70 Bits \ \ 70 Bits \ \ 70 Bits \ \ 70 Bits \

\\\//

Status Symbols as required
2 bits every 70 bits

‘ CAI Data Packet ‘

Figure 1.5 - IP Packet to CAl Data Packet Conversion



The IP data packet, or data message, is first sent through Project 25

Encoding. See Figure I.5.

Desktop Computer Analog Radio
o Tx Amplifier
P Project 25 DIA
Packet| "| Encoding > Band M o erter »| Moduator
Filters
Duplexer
V.CO. | e
_ IP Project 25 Filters & AID |, Demod-
"~ Packet| | Decoding Equalizer Converter [ ulator
Rx Amplifier

Figure 1.6 - Project 25 Data Radio System Architecture

The Packet is segmented into blocks of 12 octets and a header block is
added. Each block is protected by a % rate trellis code. Once encoded, the
header and data blocks are placed together to form a sequence. A preamble,
composed of a frame synchronization and network identifier, is then added to the
encoded sequence. The result is then broken into segments of 35 symbols (70
bits), separated by 1 status symbol. Each symbol is composed of one dibit. This
results in four different values related, through C4FM, to four different FM
frequency deviations. The different values and their corresponding frequency

deviations are listed in Table I.1.
Table I.1- Project 25 Frequency Values

Symbol Value | Dibit | Frequency (Hz)

0 00 600
1 01 1800
2 10 -600
3 11 -1800



After the frequency deviations are up-sampled and filtered by a Nyquist
raised cosine and pre-emphasis base band filters, the complete data packet is
passed to a digital to analog (D/A) converter and transferred over the Common
Air Interface through an analog radio (Figure 1.6).

The Project 25 CAI standard is becoming popular in radio communications
for both voice and data because of its interoperability between mobile radios and
minimal usage of frequency bands. Many third party companies are designing
APCO P25 Base Stations. One example of this is a company called Etherstack.
Etherstack has a comprehensive range of APCO P25 compliant Base Station
and Repeater options. These options are written in highly portable ANSI C/C++.
If a third party radio company is building a base station or a repeater, the Project
25 standard code can be purchased from Etherstack and compiled onto the
digital signal processing chip of the radio in use. (2)

Other work has been done by Vanu, Inc. Vanu, Inc., in partnership with
General Dynamics Decision Systems, developed a handheld software radio
prototype to address interoperability issues between analog and digital radios.
The Vanu software radio supports two waveforms: half-duplex analog FM and
digital APCO Project 25. The software defined radio is able to switch between
the two half-duplex waveforms. This setup is advantageous to departments

interested in voice interoperability, but it does not have any data capabilities. (3)

10



Project 25 CAI Voice packet conversion has even been brought down to
the level of digital signal processing chips. The AMBE-2000 Vocoder Chip,
produced by Digital Voice Systems, Inc., is an extremely flexible, high
performance voice compression solution. It provides exceptional voice quality at
rates as low as 2000 bits per second. This chip can be used for the encoding
and compression of voice data. However, it cannot be used for the encoding of
Project 25 CAIl Data Packets. (4)

The main focus of Project 25 compatibility and integration has been in the
development of voice transmission and reception. An inexpensive, simple, stand
alone data transmission and reception base station has never before been

developed or deployed.

11



CHAPTER II

THE TXRX APPLICATION

The TxRx application developed in this project is a central hub for data
flow throughout the Project 25 server. It is a console application which receives
an IP packet, encodes and modulates it using definitions set forth by the APCO
Project 25 Standard, presses the push to talk (PTT) of the radio, and transmits
A top level flow diagram of the TxRx application is

the resulting data packet.

shown in Figure II.1.

Push-to-Talk
Project 25 Nyquist Pre- Control Output
IP Packet : .

Packet > Raised —» Emphasis to

nput— 1 : Cosine Filt Filt Radi
onversion osine Filter ilter Sound Card adio

—>
Control

Figure I1.1 - Top Level Flow of TxRx Application

Project 25 Packet Conversion

The input to the TxRx program is an IP Packet with length no
longer than 512 octets. This IP Packet is received from the Project54 standard
IP Reflector (Appendix C). The packet is next broken into blocks of 12 octets.
The block size of 12 octets is used in the unconfirmed data block structure. In
this case, the message is transmitted without an acknowledgment of reception
from the receiving radio. The fact that the data block structure is unconfirmed

also means that the data packet has a 32 bit CRC (cyclic redundancy check)
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over the data contents to allow the recipient to determine if the packet has been
received without error. This CRC is positioned at the end of the packet in Block
m (see Figure 11.2). The number of blocks in the packet which follow the header
block, the number of pad octets needed to make the last block length 12 octets
and the fact that it uses unconfirmed delivery are all indicated in the header

block.

Header Block
12 Octets

Figure I1.2 - Decomposition of Data Message into Short Blocks

Header Block

The header block contains 10 octets of address and control information,
followed by 2 octets of a header CRC error detection code. The format of an
unconfirmed header block is shown in Figure I1.3.

Unconfirmed Data Header

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

oceto [ 0 JaNJwo [ 1 o] 1ol
Octet 1 1 1 SAP Identifier
Octet 2 MFID
Octet 3
Octet 4 Logical Link 1D
Octet 5
Octet 6 1 Blocks to follow
Octet7 | 0 | o | 0 | Pad Octet Count
Octet 8 Reserved
QOctet 9 0 | 0 | Data Header Offset
Octet 10
Octet 11 Header CRC

Figure 11.3 - Unconfirmed Data Packet Header Format
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In the first octet (octet 0), there are two variables located in bits 6 and 5. Since
they are both one bit, they can only take on one of two values. A/N defines
whether the packet is an unconfirmed data packet (0) or a confirmed data packet
(2). Since this application uses unconfirmed data packets, O is assigned to bit 6.
I/0 defines whether the packet is an inbound message (0) or an outbound
message (1). Since this application is used to transmit messages from the fixed
infrastructure to a mobile client on the common air interface, 1 is assigned to this
bit. The SAP ldentifier, or service access point identifier, describes the network

endpoint used. The SAP ldentifier can take on the values shown in Table I1.1.

Table 1.1 - SAP Identifier Values

0x00 Unencrypted User Data

0x01 Encrypted User Data

0x02 Circuit Data

0x03 Circuit Data Control

0x04 Packet Data

O0x05 Address Resolution Protocol (ARP)
0x06 SNDCP Packet Data Control

Ox1F Extended Address

0x20 Registration and Authorization

0x21 Channel Re-assignment

0x22 System Configuration

0x23 MR Loopback

0x24 MR Statistics

0x25 MR Out-of-Service

0x26 MR Paging

0x27 MR Configuration

0x28 Unencrypted Key Management message
0x29 Encrypted Key Management message
0x3D Non-Protected Trunking Control

0x3F Protected Trunking Control

14



The type of message transmitted is a data packet. This means that bits O to 5
will take on the hex value 0x04. The next octet contains information pertaining to
the manufacturer of the radio receiving the information. The MFID (Manufacturer
Identification) has a standard value of 0x00 unless the data packet contains a
non-standard channel message. Motorola has a specific MFID (0x90), but
through testing it was found that the specific MFID could not be used for
unconfirmed data packets. This resulted in the third octet of the header being
assigned the value 0x00.

The next three octets are very important to the uniqueness of this thesis.
They define the logical link ID. The logical link ID identifies the radio to which the
data packet is directed. It is equivalent to the Ethernet Media Access Control
(MAC) address on a conventional network. Without the header information from
an incoming CAI packet the base station could not respond to the specific client
radio requesting information. Since the base station is designed with an analog
radio, the whole CAl message will be received, including the CAIl header block.
The base station will then have information about the specific radio awaiting a
response. The demonstration described in this thesis transmits to one specific
radio with a predefined logical link id of 054 which corresponds to the
hexadecimal value 0x036.

Octet 6 contains information on how many blocks of data follow the
header block. This information is used for proper decoding and error checking at

the client radio. The Pad octet count in octet 7 describes how many 0x00 octets

15



are added into the last block to make a complete block of 12 octets. The
maximum number of pad octets is 0x08. Octet 8 is a reserved octet which is only
used when transmitting and receiving confirmed data packets. Otherwise, the
octet is set to 0x00. The data header offset octet is used to divide the data block
into a data header and data information. A data header offset is only used in
some applications. For this application, the data header offset is set to 0x00.

The last two octets of the header block contain the header CRC. This is
the most complex part of the header block formation. It is calculated from the
first 10 octets of the header block using the cyclical redundant coding procedure
called CRC-CCITT. To calculate the CRC, consider the first 80 header bits (10
octets) of the header block as the coefficients to the polynomial M(x) of degree
79:

M) = x°+x"+x"7 + -+ x1 +x°
where x79 is the most significant bit of the zero-th header octet (Octet O T Bit 7)
and x° is the least significant bit of the ninth header octet (Octet 9 7 Bit 0). The
calculation of the CRC uses two other polynomials. The first is called the
generator polynomial and is defined as:
Gy(x) = x+ x2+ x>+ 1
The second is called the inversion polynomial and is defined as:
L) = x5+ xM+ xB+ o+ x2+x+1
The header CRC polynomial, Fy(x), is then computed from the formula,

Fy(x) =[x * M(x) mod Gy (x)] + Iy(x)
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